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AP Configuration | Swap Configuration
1 —[Radio Options big/n (2.4 GHz) {

Channelization: .E‘-FF COverride
Channel: .E‘-FF Cherride

Auto Cell Sizing: [ Jelg@ Override

TX Power Adjustment: .E‘-FF Override

WLAN Group: .E‘-FF COverride

WLAN Service: m

2 Fl Radio Options a/n/ac (5 GHz) I

Channelization: .E‘-FF COverride

Channel: Cherride

Auto Cell Sizing: .E‘-FF COverride

TX Power Adjustment: Cherride

WLAN Group: .E‘-FF Chverride

WLAN Service: m

1. IEEE 802.11¢/n (2.4 GHz)
2. |EEE 802.11ac Wave 2 (5 GHz)

2) 9995UMSIEULUU Dual Band 914 2.4GHz waz 5GHz lewSauriu
$995UNNSIUNG 2.4GHz way 5GHz niouiy
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3) @11905995U MU-MIMO leiegnatios 2 Streams way SU-MIMO o8n4tion 2
Streams

4) @11905895U Data Rate 6l 867 Mbps 38N auuInsgIu IEEE 802.11ac

5) ﬁ’lmimaﬂ%miﬁ’m’mgﬂLL‘U‘U Standalone AP tag Controller-based AP

ASIY9ULUU Standalone AP

Ruckus R510 Multimedia Hotzone Wireless AP

Status Status :: Device
Device
Internst Device Name: RuckusAP
Local Subnets . .
Radin 2,46 Device Location:
R:d;z 56 GPS Coordinates:
MAC Address: 60:00:2C:26:30:80
Confi ti Serial Number: 151839004210
o Uty Software Version:  5.1.0.0.595
Uptime: 1 min 15 secs
Internet

Current Time (GMT):  Tue Mar 5 08:23:4% 2019

LAN Port Status Refresh

Port Interface 882.1X Logical Link Physical Link Label "
ta] ethd None Up Up 1888Mbps full 18/188/1888 PcE
1 ethl None Down Down la/18a/12a8

Ethernet Ports

Maintenance
Upgrade
Reboot / Resst
Suppart Info

Administration
Management
Diagnostics
Log

A5L9ULUU Controller-base AP

Access Points (84) &10nine 1Flagged 2 Offline View Mode: List | Group | Mesh Map Zone

System

+ |2 || x| more ol €| | & Configure Move | ] Delete | More ¥ Q 2%

Access Points

MAC Address AP Name & Status Alarm 1P Address Total Traffic (1hr) | Clients &

| ﬂSystem 0

N oefauit zone D@ 1BICOBIADFD  AP-ET Online 2 10.114.1.98 94.0K8 [

18:7C:08:31:91:40 288 Online 2 10.114.1.208 164.8€8 [
18:7C08:31:84:70 -89 Online 2 10.114.1.235 26.7k8 o)
18:7C:08:31:6B:E0 050 Online 2 10.114.1.9 39.3K8 Co )
18:7C:08:31:8E:30 31 Online 2 10.114.0.116 19.3k8 Co )
18:7C:08:31:84:10 52 Online 2 10.114.0.208 0 Co )
18:7C:08:31:98:20 BLO-Library-FL1-1 Online 2 10.107.1.215 23.448 1)
18:7C:08:31:99:70 BLO-Library-FL1-2 Online 2 10.107.1.148 141,28 o)
18:7C:08:31:98:00 BLD-Library-FL2-1 Online 2 10.107.1.163 1.2MB ‘ 0 ‘
18:7C:08:31:92:E0 BLD-Library-FL2-2 Online 2 10.107.1.245 637.3KB ‘ 0 ‘
18:7C:08:31:98:00 BLD-Library-FL3-1 Online 2 10.107.0.67 11.5k8 o)
18:7C:08:31:99:80 BLD-Library-FL3-2 Online 2 10.107.0.37 21.648 o)

6) sessunsvinuluguiuy SSID %38 BSSID e 10 SSID w3emni
7) 4 2 Port Ethernet wuu 10/100/1000 Mbps



8) @11905995U Minimum Rx Sensitivity % -103dBm
9) @W1sasRssuANNUaBANYLUU WPA-PSK, WPA2, 802.1x wag 802.11i

Authentication Options A J

* Authentication Type: (@) Standard usage {For most resular(_) Hotspot (WISPr} () Guest Access () Web Authentication
wireless networks)

() Hotspot 2.0 Access () Hotspat 2.0 () WeChat
(Onboarding

* Method: (@) Open () 802.1X EAP (1) MAC Address () 802.1X EAP & MAC

Encryption Options v

* Method: () WPA2 () WPA-Mixed () WEP-64 (40 bits) () WEP-128 (104 bits) (@) None

10) @111905995U Wireless client 161 450 client sio AP
11) Application @1313505835Un15199U Dynamic PSK lgiilavineusandu Controller



Dynamic PSK

ol¢ll i 5K (DPS PSKG e e/ i, b LR risben 1 bFs
n @ Generate (¥ || X lmapurt {50 Deniond Samoie L5V Ot Dxpingd DPR: | e
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12) @111505895UNS 91U recognition and control ladiayiausauiu Controller

Edit WLAN Config: [Wifi-KRU-RK]

Priority: (@) High Low
RADIUS Options

Agvanced Options

User Traffic Profile: | System Default v
L2 Acoess Control: | Dirasie v
05 Policy: | Disable v

Application Recognition & Control: m |

URL Filtering: Cm

13) @1U1905995UNNS M9 U Wireless Mesh lawiiavingnusiunu Controller
Configure Group
Description: | defads sose for 53

Type: (@) lone

Configuration

AP Time Ione: (@) System defined User defined

$5H Tunnel Encryption: (@) MES 118 MES 156

Meth Optiens

Cm Enable mesh neteodidng




14) @113509995U Auto Channel Select Wuu Channelfly

15) fin1seeniuu Antenna tJu Adaptive Antenna

16) f15Uuuy Antenna Patterns ag9uog 64 JULUY

17) ﬁmammﬂmﬂum Dual polarized antenna tuu PD-MRC
)

18) Tlnwanaan1ugn1svinaru Usenaulunie Power, n1s@nnany Controller wag RF
Wusgratas

19) 5995UN1351¥a1u Power over Ethernet (PoE) #u1951g7U IEEE 802.3af

20) 5995UN"3RIA1QUNTAINIY Web Based Management wuu Https Wag CLI LUy SSH

Web Based Management



'ﬂ‘RUCKUS”

KRU-RK o
201 91Y 9.0 = ﬂ
019-03-21 23:03:41 * m admin

1 Offline Group

Dashboard

System system

More Fs] K4

Access Points

- @B ©
+ Default Zone

Switches
Wireless LANs
Clients

Applications

Services & Profiles

o
o
o

FRU-RE>

21) ansasesiumsiaudigamgdl 0°C fis 50°C wiofiniy
22) 195U589RANINANNINTFIU WEEE/ROHS, UL-2043 (Plenum Rated), EN wag IEC
Jusdraiag

2. szuuAIUANMIINNUgUNsalnsadgliane (Wireless controller) 8%e Ruckus
34 SmartZone 100
Meuazdunanauifives Ufuusssuueetelians S 1 svuu Sedlnudnuny
a1z g Jus videifisuii viedndn feeluidl
1) {u Appliance U3153nN13 AP LUU Centralized management flanansnsessu
N159AN1S AP w3eu License 19 118 APs uazanuninsessulagegn 1,000 APs sl

wilagunsad



Purchased License(s) Details

Distributor: VAR: End User:
Ingram Micro (Thailand) Ltd. First One System Co., Ltd. Kanjanaburi Rachabhat University

AP Capacity License / Tunnel License: LIC

SZ/vSCG AP license 1 AP
Product s Colnytort Serial Numbers Activation Code
License
L09-0001-SG00 121 Click here LIC-09083031-ANT-HIT-CAB

5835UN159AN"5bAgean 1,000 APS

Installed Licenses License Servers URL Filtering Licenses

View Mode: ~ List Summary

2 Sync Now | &, Upload | & Download a2

Name = Node Start Date Expiration Date Capacity Description ¢
CAPACITY-AP-DEFAULT KRU-RK 2019/03/06 2015/06/04 1000 Default AP Capacity License for SZ100

CAPACITY-RXGW-DEFAULT KRU-RK 2019/03/06 2019/06/04 1000 Default AP Direct Tunnel License for 52100

CAPACITY-SPTN-DEFAULT KRU-RK 2019/03/06 2015/06/04 1000 Default AP Split Tunnel Capacity License for 52100
CAPACITY-SWITCH-DEFAULT KRU-RK 2019/03/06 2015/06/04 100 Default Switch Capacity License for SZ100
FEATURE-URL-FILTERING-DEFA_ KRU-RK 2019/03/06 2019/06/04 1000 Default feature license for URL Filtering

SUP-5104-PTNR KRU-RK 2018/11/07 2019/06/30 1 HSP Premium Support Renew - 52104, 1 YR

2) fwseamunensideniuiugunsainssanedyyinliany

S 7“7” W

s

3) @u1sasessunsisaula 25,000 client ¥5eRnIN
4) a@unsanvun WLAN Service %58 SSID Service 19 pgnatiae 2000 Profile
5) @11150%1113 Provisioning AP Uu Network Layer 2 uag Layer 3 e



Edit AP: [18:7C:0B:31:9E:70]

AP Configuration ‘ Swap Configuration

General Options v

* AP Name: | ICT-FL2-1

Description: | AP-121

* Location: ([ Jelgg Override

* Location Additional

Leli@ Override
Information: O

GPS Coordinates: ( Jelgg) Override
(B Override

Country Code: United States

 User Location . Code: , Cell Identifier:
Information (ULI):

AP Admin Logon: ((JElg@ Override

6) ansansasAINIsUIuAsutesdyaalunisiudedayauuu Channelfly
AMsaeAndu Channelfly wuu 2.4 GHz

Configure Group

Description: | default zone fior 57

Type: (®) Zone

Configuration

[7] Auto Channel Selection:

Autoenatically sdjust 2.4 GHz channel using || Background Scanaing ¥
Background Scanning ]

B0 sutomnaticalty adjust § GHz channel using |
~ ChannelFly

(7] Background Scan: (BRI ) Run background sean on 2.4 GHz radia every | 20 seconds (165515)

(B0 fun background sean on § GHz radss every | 20 seconds (1-65515)
[7) Bonjour Fencing: m

Smart Monitor: [ JER (WLAES will b= disabled nutseatically if the default gateway of AP is unreschable)
Health Check Interval seconds (5-60)

Health Check Retry Thresheld

nsdeAndiu Channelfly wuu 5 GHz




Configure Group

Description: ;sdut 2one for 5T

Type: (0 Zone

Configuration

Auto Channel Selection: m Actomazically adiat 2,4 GHz chasnel using | Background Scaming v

Bachgronnd anning ¥

l&lmﬁxdﬁv adjuit 5 GHz channel Iﬂif‘i

d | Background Scarning
Background San Fun background san on 24 GHz radio ed 0 9 g5

ChannalFly

Run background scan on 5 GHz radio every
| Bonjour Fencine: CIRD)

Smart Monitor: (CJRRD (WLANs will be disabled sutomatically if the default gateway of A9 is unreachable) '
Fealth Check Interval seconds (540}

Health Check Retry Threshold

7) @m1salyau Dynamic PSK

Dynamic PSK

e Dy PSHS. (DPSIE) Ak wlaua PSS por Uiy dindon., Lie U maend 1S Sreati of iengsrt fder DPSKS oF v dfiting DPSKL
=

o it Fystem.
e B Generste 193K || & tmport C3 | Domenioad Samcle €90 Dlete Dxpired Doy | 1iee v |
ﬁ;:. Herr are L prrerabed i PIKL
(R i T A Uport Al | & £ B More saarch table Qo
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8) @1usavin Tunnel dwmsudsdoyaann AP unda Controller

Dashboard Ruckus GRE SoftGRE IPsec Ethernet Port DiffServ Multicast Forwarding Split Tunnel

Create Ruckus GRE Profile

Access Points |

= I:|

Description: |

Wireless LANs * Ruckus Tunnel Mode: | GRE+UDP ¥ | Support for APs behind NAT.

* Tunnel Encryption: (@) Disable () AES 128 () AES 256

Clients
* Tunnel MTU: @Auto OManual 850 bytes (IPv4:850-9018, |Pvé6:1384-9018)
Applic

Services & Profiles

Hotspots & Portals




9) @wnsaviinsdsdayawuu Distributed forwarding architecture lngvinnisdadaya

370 AP TJuu Server uu Network lalaglsifesdsdayariiu Controller
10) @u15a%1 AP Survivability WLAN service ¥isa SSID fiansnsalrusnisialuvesi

AP lalanansagasiaiu Controller
11) @au190vi1 Band Balancing tag Client Load Balancing 331AU AP

Configure Group

Descriphion dedmalt Tone for 51

Jameming Threthold

Do Protection: ([ JRRD Bock a client for secends {10600} afver

seands [ M-£00]

repeat suthentication faflured (2-2%] withi

oad Balanwing: (@) Based on Cleent Count |} Based on Capacity () Disaltled

Cm Runi load bslancing on 1.4 GHz radic  Adjacent Fadio Threshold (&

CED R oad bal
Eand Balancing

i Adjacent Eade Theeshold (28

g o0 5 GHE i

Tizabled Proactioe arice

Percentape of client load on 140 Band | 25

12) @115091ANSUSMTIANITUUY Multi-zone Wag AP Group e
NITUIMTIANITUUY Multi-zone wag AP Group

View Mode: List | Group

Wireless LANs

System
+| More 2| ¢| |+ create More ¥ search table Q <
Name & Alerts SSID Auth Method Encryption Method  Clients 11
= n System
m Default Zone Eduroam-RK 0 Eduroam-RK 802.1% WPAZ 1
[wG)default 0 802.1X WPA2 2 1
Wifi-KRU-RK OPEN NON 43 1

Wifi-KRU-RK

13) gunsalanunsauimsdnn1sasAgunsaliiu Web Based Management uag CLI 1@

Web Based Management



ﬁRUCKUSN =

c m @ @
el admin

1 Offline Group

Dashboard

System

More zl < More ¥

MAC Address & AP Mame Status Alarm

- ERsysten @
+ Default zone ()

Wireless LANs
Clients

Applica

Services & Profi

H e e

14) @13150911 User Authentication W11 RADIUS wag Internal user database

Authentication & Accounting Server

L) Use the Controller as Proxy
U-RK v | +| s

Cm RFC 5580 Location Delivery Support: Requires that Authentication Service be set to 'Use the controller as a proxy”

E Cm Use the Controller as Proxy

‘D‘zab\e v | +

Accounting

15) @1u150911 802.1x Authentication wag MAC Address Authentication 534U AP

Authentication Options

Authentication Type: Standard usage (For most reguiar Hotspot (WISPr) Guest Access ‘Web Authentication
wireless networks)
Hotspot 2.0 Access Hotspot 2.0 Onboarding WeChat

Method: Open 802.1X EAP MAC Address B802.1X EAP & MAC



16) @507 Role based Policy Inan1siimnun VLAN, Rate-limit ag Access Control
lists (ACL)
n15%11 Role based Policy lngmuua Vian, Rate-Limit

Create OS Policy Rule

* Description: |

* Action: [N.low

* Device Type: | Windows v |

Rate Limiting: Uptine ()| | /o (07200)
Dountink  (CTEED |:| Mbps (0.1-200)

VLAN: |

Lo

ANSAIMUA ACL

Management Interface Access Control Rule %

* Name: | |

* Type: (@) Single IP () IP Range () Subnet

B o




17) @a130vi1 Guest Access LUU Captive Portal Laz@un5aa31e password @iy

Guest

Create Guest Access Portal

Guest Access v

* Guest Pass SMS
Gateway:

Terms and Conditions:

| Disabled -

[?] Web Portal Logo: Browse

Web Portal Title: | Welcome to the Guest Access login page.

User Session v

* Session Timeout: Minutes (2-14400)

* Grace Period: Minutes (1-14399)

18) @11130%11 Internal Captive portal Lag WISPr

WISPr

Guest Access Hotspot (WISPr) Web Auth WeChat Hotspot 2.0 UA Blacklist Portal Detection & Suppression

2] (<] [ cromo | & contigure | clone | i Detere e JQ |2

Name a Description -]

- EBsystem

Default Zone Test N/A

1records « 1

ANSFIATBUY Internal



Redirection

Smart Client Support: (8 None () Enable ) Only Smart Client Altowed

* Redirected MAC Format:

Logon URL: (@) Intermal

External |

A:BB:CC:DD:EE:FF - |

Start Page: ATter uner is authenticated,
) Redirect to the URL that user intends to visit, () Redirect to the following URL:

HTTPS Redirect: (I ) The AP will try to redirect HTTPS requests to the hotspot portal

19) an3an5333u AP Nlilasuaugalunisindsiuy Rogue AP detection 1gi

Configure Group

Conliguration

Type: (@) Tons

Description: [ default zone for 5T

Fegue AP Detection: m

[7] Risgue Classification Policy: | Default Policy
® Enakle svents and slarms for all roges devices

Enatle evpnts and alarms for malicious rogues only

¥ |+

20) @1u150%11 Report Generation fasaluil Client number, Tx/Rx bytes, System
resource \uagatios uag @131150 Export report w4 CSV wag PDF

N15%1 Report Generation

Create Report

* Title:

Description: |

Repart Catigory: () Syilees Swilch

* Report Type: [ Chient Hgmtser

Rapaorts the minin)

* Output Format:

Resource Filte __

Heload

Client Number

Chont Associations

Merdy Chafil ASEDIEhOnE
@D owsce |

») AP Jore

i data mailabld T,

nnecied APs

d chents in an authorized state

5993UN"3 Export WUy CSV wag PDF



Create Report

General Information
Management Domain: Adminisiration Domain
* Title: |
Descriptions
Beport Catepory: (@) System Lustch
* Report Type: | Client Number -

Reperts the minimum and mammum number of connecled chents = an authonzed siabe

‘ * Dwitput Format: m(i\- POF

21) $is¥uu Dashboard Monitor @1su AP, Client, Traffic
Dashboard Monitor : AP

v >
Health 1custer QOO 174» €DOE  Ciient [ e . ev
+ o
o g
Dashboard Monitor : Traffic

Traffic Analysis T v ][mee v] s ey
Traffic Trend

® 24c 5¢ — total
Client Trend

® 24GC 5C — toml

Counts

Dashboard Monitor : Client



Clients Last 1 hour v | [aitars v o

Bytes 05 Types Applications

I fecdnne,1GE|
[sbesiel 461 0um

Jimztgram . 276.5ME

Jial 212 e

[obock_video . 150.1ME
[kabook_maszangar , 147_5M8
|Boogis_play . 112.0ME
SRR VB a3 o . 247 AME [0 70i00quumwqu.cloudfr...., 112.5ME
| Galay 6, 229 518 Android [Booglevidao.com , 90 6148

22) @uNsalgNUITUULKNUNTINAY Google Map Wag Indoor Map #

o o
€ Client @

Display: | None v

Map data 82019 | Terms of Use

23) gnunsaviinisaumdeuesases Client WU Visual Connection Diagnostic
d1113U Wireless Client
24) fiwesnnsideNneluy Gigabit Ethernet sruuliitiosnin 4 wesn

25) Mfadatu Rack 19 92



26) WuNIMIFIU FCC w39 UL %39 EN i3 CE
27) 5945UN15%1 Redundancy wuu Cluster N+1 Tagvina1unuu Active/Active



