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Auto-detect fime zone was enabled in the User Profile, but the time zone could not be detected. It is cumently set fo UTC. Please set the time zone in the User Profile.

Finder <( Zones Name Server Groups Shared Record Groups Response Policy Zones Subscriber Services Deployment Blacklist Rulesets

3 Smart Folders

Bookmarks
n Quick Filter Nons v | E3 Fiter on Show Filter

E Recycle Bin

+ -8
[”] DNS View ~ Comment Site:
I: uninet
I: default

+ + + +

¥ URL Links

4. @90 kru.ac.th

|nf0b|0x :E: Dashboards Data Management Smart Folders System Administration

IPAM VLANs Super Host DHCP File Distribution Threat Analytics
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High Availability >
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NAX Security Fabric >
| FortiView >
& User >
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= Server Objects >
+b Application Delivery >
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W8 FTP Security >
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28 \
Obtain FortiGate quarantined ip : w\
i address failed from \
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R . 24 \
Obtain FortiGate quarantined ip \
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. . . ) 20
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Name Connections
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3. 1pRaIns @319 Policy dmsutesnu Website Tnganunsavinniu 38015 A1uans
NN583719 Signature lagildan Web Protection = Know Attacks = Signature Inadl Action fg

- Alert Ao Accept the request ¥04 client Way @3 log /or email

- Alert & Deny @9 Block the request U84 client tag & log /or email

- Deny (no log) Aa Block the request 984 client

- Period Block @® Block the request ¥e4 client Wunan 1 8 600 mledu
i
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- Send HTTP Response f® Block and reply to the client
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Cross Site Scripting © 600 [ Hign - -
Cross Site Scripting (Extended) (@ ) Alert v 600 Medium -
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SQL Injection (Extended) (@ ) Alert v 600 Medium -
Generlc Attacks © 600 [ High v -]
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Server Pool 1don SP_10.4.1.77
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HTTPS Service vaon HTTPS
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£ System > || New Policy
b FortiView >
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= ' >
server Objects Protected Hostnames €9 | - |
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Network Access Control (NAC) Aa aexfiatmasia3etnenselugiuiliynvesldslnaea
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1) MIpugyIN1sTuTesAINABLazn1sURIveINsIeNseATateN s TaNsud
Toyaluduasenglimenazuuuldanglagldlusinmead niu 802.1X wu EAP-TLS, EAP-PEAP 50
EAP-MSCHAP
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Inadnisvinusaluddmeiniedodu 9 WefmuaunuIniaIevienutoyady o Wutedlnii
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3) Uslewinanvaslegdu NAC fie nisdestuaniidvaenisnldilusunsudesiulidaunnd
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Yuiouduves Lsunauiiilmes.
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A5UsMIsIANIsIAIesReNinmesutantasy Fidunlustuuindeviedu awnsald
AIUAINIT0UDY Feature 19U Quarantine Management Tu Alcatel-Lucene un14la Tnefiasns
el

1. ¥1N13 Log-in 11gsguy OminVista 2500 NMS 511 Browser 614 9 kagyiin1s nsen

User name wag Password wilawinlUusmsannig

Alcatel-Lucent @

Enterprise

OmniVista 2500 NMS

& Usemame

& Password

© Copyright Alcatel-Lucent Enterprise USA, Inc., 1997
© Copyright ALE USA Inc., 2014, 2020
Best viewed on Chrome 79+, Firefox 62+, Edge 80+. The minii I{ ded lution is 1280x768

2. ¥A9AINYIINTT Login W 98UsIngviinae fan1m auans

#Home &admin @ = 4 ?Help wVideos @About @ Logout
Alcatel-Lucent @

Enterprise NETWORK ~

CONFIGURATION~  UNIFIED ACCESS~  SECURITY ~  ADMINISTRATION~  UPAM~  WLAN~

QUARANTINE MANAGER #* # Home Security Quarantine Manager Quarantine Manager Home

uarantine Manager 3
e - Quarantine Manager @
Candidates
e Candidates Banned Never Banned
Never Banned
Disabled Ports Displays a list of devices that have been Displays a list of all the devices that have Displays a list of devices that have been
flagged by an IPS or switch. been banned and isolated from the network configured never to be banned (e.g., mail
R servers, IPS).
Configuration
Responders
Traffic Anomaly
Detection (TAD)
Settings Disabled Ports Rules Configuration
Displays a list of all devices whose ports Used to configure the conditions that will Used to configure the "Quarantine” VLAN
have been disabled trigger Quarantine Manager notifications and MAC group.

and actions
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3. \denwuy Configuration Litainun wleutedmiuaiunuasasnauiiunaslanlasy
weMMuA Action LU Block 38 Quarantine (in€4) n3esiieusawlanyasy

# Home  &admin

LAN+WLAN menu v
Alcatel-Lucent @

Enterprise NETWORK~  CONFIGURATION~  UNIFIED ACCESS~

SECURITY v ADMINISTRATION~  UPAM v

QUARANTINE MANAGER »# # Home

Security Quarantine Manager Configuration

Suaranfine Menager Configuration m=|e]|z]@
Candidates

p— Quarantine Configuration List m n
Never Banned Sea

Disabled Ports

Rules D VLAN Name MAC Group Name Allow Port Disabling Remediation URL Remediation IP HTTP Pr
Configuration D Quarantined Quarantined false http://10.36.10.21 10.36.10.21

Responders

Traffic Anomaly
Detection (TAD)

Settings

4. \Henwuy Banded tensiaginsaspeuitunasivanuasuil assiuulouie (Policy) axld

¥ 1
FIHATNATUIN
# Home Security Quarantine Manager Banned
Banned (e [ [ [ [ o =T [ 18
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