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1. VMware ESXi 4.I

nr:dr:0,:r?orynrrnvnr:{6uivuulo{ ESXi tvldiinr: Backup Configuration tfioqnrn:slu

VMware ESXi ro,r'ftifi oS uio Kemel dlnr: Backup/Restore rtludovldfeature ds'ir Host

Profile (fitnuts License firflu Enterprise Plus rvirriu)

r?ucr ou nr: rirtfi u n r: dr: o I {orya

l) Login rrit vSphere Client'hJdl vCenter Server

2\ r'ilrlilii Home ) Inventory ) Hosts and Clusters

3) 16onrn*or ESXi fido.rnr:dr:oldorya

4) ndnt.rrfirntol ESXi u#rrfion'lrjfi Host Profile ) Create Profile from Host

ffi unknoq'un

rA o 9, Y4^
n ilo nt : ar: o {lto 

W 
arra u Qnu : v uu

(u

€5)fi4.1

Cor*pfiaffie Stttus

Cumpliicil€e Stcfirs;

fluster Reguiremcnts

'."'.$'fifui$t f" lffitt
ffi Nl'\

ffi NIA

s N/A

ffi NJA
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5) teifio rray :ruaytfiun trdrrfion]rjid Next

6) et:?tdouduryafitv Profile rrdrnsr Finish



7) ud'.r0rna#r..r profile siolilosrff unt: Export Profile tfiul{

s) l#uirhJiiurfi Home ) Management ) Host Profile

.' " :: r- : ::"''

i,,,tW

Sdreduled Tasks Cusbmizatbn
Specifications

,f'4anager

nfiffimffi

W
Events

9) drnr:r6on Profile fir:ra#trdudoni

Profile

El W t{o1;11tofil=

ffi

t O; dr u t o I u #r o o Information d ul 1 : fl n er OK rdo rir rfi u n r : tir : o'r rlo ry a'ldla tr

rrdrrf;onlilft Export

P a g e 13

Isr un fi nnr rdt ?rfi Profile

rtrlg

1C

'tF
p$

tio

As a secr-rrihr medgure, adrninisbatpr pass$*'srds are not ex,porEd with the

pt"F; iF#. refier F'th" Host Profiles configurafion docurnentation for

vsphere fior more details

Cli $t bb mnfi1qq'

N, .!-

ilT, so,nst sw*N ftii rnersasq again'
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t t) tfron Path r,r3o Destination Folder tiol'u{nr:dr:ol Profile rorl{ttdrnpr Save

12) nr: Backup ESXi ta3odilU:ni

L o ' "iuEsxilf ugrou nl:91 llu u n 1:0f

I ) lir n r : 6 q rtu psxi ln ri sr rru d fi u n I : fi q $i'.t : u u u rn€ o t t trj ri r u rafr o u

2) Login rrTr vSphere Client ,rr. vCenter Server

3) rdrhJfi Home ) Management ) Host Profile

4) nfintrurdrurrft Inventory rrdrrdon Create Profile

Hrw
ffi

Ho.st Profile



I
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5) tfron Import Profile rtdrnn Next

6) Browse }Jti.r Profile fi gu.kup ror'l{ rrdrnn Next
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7) n:on{oryato.: Profile trdrnn Next
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s) n:?0dou.iuryutfoililetttdrnpr Finish

9) nJduuryiluo..rhJfr Home ) Inventory ) Hosts and Clusters

10) rf;onhJii Cluster ) Profile Compliance

Filc Edt Vicw bwq*ory Adnrinirtntion Pbg'hr Halp

Hffi
dd€

E

qrf:-fl.c.-n*g9 1t"1.r1 . 
0 m

drrtcrRcrylcrce HA,DRS Comp$anscstets $ Utt<tnT r

ftort ?rroflc: Prof,LtSX{.l GolrD$artct St tuc S Conf**t

1l) rfron Click Here

Invcntory Administration Phrg-ins FtdpFib Edit Vian

ffiffi t{otnc D .d.{ lnvcnbv D F[ Hosb t'd 1'ffir$,[:'* t::l* "--''----*'--_.-----* -l

Fds ffi

orrat€omila1gc Statur: S r-rtloown

(lrrtcr f,cgtilcmcrrts HA, DRS

ltoct Prcfrcr

Gocp$ane5tatt* O tirbron'n

Gomptuastet* S H/a

Check Complian{e Nor"



12) lei Profile tiol'u{nr: Restort r{rhJ

tr; tfronfi Cf,eck Compliance Now

CompfianceStths

Compfnnce Status

Unknown

Llnkno*rn

Description,."

Description,.. Ch.ange..'

Page l8

@
g

Hostcocr@ry: AgF first$Eter fc-qufilcillcntsAnd }lo* hofflc{r}

Select an enEty bebn, b vie'A' its coarplimce fadures

E
N
H
H

g N/A

I N/A

S HiA

S N/A

@ Unknowr

g Un,knorrn

@ unknoun

ffi unknoun

irl'Hsgt:pr nl' :r!

ESXI 4.r

E$fi 4.1

E$( 4.r

E$fi 4.1
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I 4) er : ?tdou nirsir{l'ilQnp{o.rut ohi

.P* Co-,pf"l:: eS.t| Chrtc-1Rc-3urern-e-nts And- f

Selectsr enUty bebA'b vhw its comdiince fafures

Yzt-dJ
l5) nr:{fru:vuu ESXi tdTodtlu:€Il

I cmptiurt

S cotdi*t

E
E
@

Com,pliut

Com,pllrt

Com'pliat

sg
s

Compllatt

Compliatt

Compliant

1il8/2553 15:29:55

17i8l25s3 15:29:57

148/2553 15:29:58

Efii 4.1

E$(ir+.1

E$(t 4.1
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Z. qiflonrrrtr:os{oryauavfldu VMware vCenter Server 4.1

nr:dr:olua;fl6u VMware vCenter Server Iquilnfiudrtsord'uud'nnr:fiosil':lurirfiolornri"t

vcenter Server fiurirfirfiu.r6srsio:sn'ir vsphere client'hJd.r ESxi Server rrir#u tn:rsqc,fualfiot

fldu firfiu.r Configuration cirrrfildiruri'ulriuri cluster, HA ttav DRS Inufia6nufl6u Configure

ritllo.: vCenter Server sir{f d'{eio\ild

2.1 ffit Conftgure Cluster

1) Login rdr vSphere

2) tdllilfiur?r Home

Client rrdr Connect lilti.rrn3o{ vcenter

) Inventory ) Hosts and Clusters tr#rnfinrrurdtrrfi vCenter

3)

orn#unfl New Datacenter

F m$ Hosts ard Clusers

{ i q 9v R '-.q-Y^o {-

sT.: fr o I r{ riu D atacenter 0 1 n u u tvt n a n til 1 d 1f ? 1 0 1 n

lilii New Cluster

Datacenter fi a#r.rdru r r rdrrf; o n

MN
Ftffi

EI
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4) #ufi01 flriuCluste, tr#rrfron Next

5) rfronrffu Disable EVC ttdrrfron Next
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6) rf,on Store the swapfile in the same directory as the virtual machine (recommended)

rrdrnn Next

7) npr Finish rffoounr:a#r'r Cluster



8) rirnr:

Host

nffi
E
E

E

Fage 113

Add ESXi Server uirhjlu Cluster lprunfintlfi Cluster olnriuno Add

Eetting Start

9) n:onrloryaroil ESXi tiol'u{nr: Add rrh Ct,rster rry#orurfi"r

'- r? 'd

ornfunq Next 01jtd:t

Username ttau Password
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2.2nn ConJigure HA

l0) r{thJfi Home ) Inventory )
orn#unt Edit Setting

Hosts and Clusters trdrnfintrurdtrrft Cluster

sffi
E

E

11) Enable Check Box tucirutlo.l Turn On VMware HA duul

i
!

I

l"'**--' iiiHA deEcts fatures and govidesrapid recovery fw Sre vktrd madr{nes I

rrrrthg u{thhr a dushr. Cre fi.nctiondity inddet host ard virhld mad*ne
nt*ltonfrg b n$nimlze dotentime when hearbeatE cannotbe dehcted,

tltr{war.e HA rnlstbe b.rned st b us€ Fa.dtTderxrce.

l- tnrn fii W}*are DR,S

\&tvare DRS endef vCenE Servtr b manaCe hssts as an aggregah pod of
rcmr.rcs. Chcbr resorrccs can be d\dded lnU sna[er relotre posls for utctrs,
grfirptl' and vitud mtd$nes.

Wvuare m,S dso enahles vCenEr Server b rnanage tle assiWnentof Wtnl
madrirns b hssts aubrnatica$y, guggestirg,flacrnent ufren virtrd rnad'rines are
pornpred m, and rngratirp n nrdng virtlalnndrheg b balance had and enfurce
resorff e docattrn poltriee.

VlVtnare DRS arrd VMs,are EVC shor.dd be enaUed h lht ch.$hf rin order to permit

d6cirp urd|nigratfrrg v},ls wifi FarjtTohronce t"rncd q,r, dring load bdmcirp.
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I2)r6on Tab iiriJu VMware HA Configure nirsi'l'11 enu g rJtrdr npr oK

S ry+urtcrreifTgJ

l3) :vluovrirnr: Configure HA uu,of uo nSX fioqjnrtlld Cluster 16arriun"'.:mlolri

2.3nn ConJigure Dft.S

l4)t{rlilfi Home ) Inventory )
!'

orntlunn Edit Setting

15) Enable Check Box luciruuoil Turn On VMware DRS durur

Hosts and Clusters trdrnfintrurdt?lfi Cluster
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17 frrnOnHrfixrel'lA

tllilwae t{A deEcb trbres ard provfube raF*l recsrery fw the virfud mad$nes

nmrirg withh a d6bf. Cg'e functionalty hd1d33 hg3t afd virtral madtire
n"*fu b mi1n$re douuntinre wtren hearbeatr cannotbe dehctecl,

UF{wre tiArnlstbc trncd on b t sc FardtTohrane.

W"adDRS' csiccnEr Scrver to managp hostr ts m 4pregah pmlof
rcsnrcs, Ch,1g[r r65gaJrcas c4 bc dvidcd inb wn*cr rctflg,gt poolr fw ustrs,

Vljlwa'e mS 6bo enaHes vCenter Sc.rver !C nrqnage the assignnrent Of virt pl
rnadrires b lpsts arMraticdy, zuEgestirgdaernent'nfren vthrd rndtd*fus ile
powered on, ard nsgEtrg na'rtlg virt5l Fiad1ipr b bdancE bad 4d enbrce
r€Bq.rrr docaliln Po$ckrs'

Yl'tw*e DRS ard Vt4y*are f\C *lodd bc €n$kd h f1t dushf h order b peffnit

drchg ryrd m{rating wts with,ractT:olcrarm t;r'rEd cl, drirg loed bdarning.

iirflJu VMware DRS ornriu Configure drsir.rlenugrJrr#rnn oK

l7): viluovvitnt: Configure DRS

r#

A F, ' q ^! n, , '
u u tn5 o { ESX fi o qjn 1 ul ei Cluster tA u r ri'u vi.t tl ru sr

{* menud
,CcnUr $fn ryOOcletlnt€ruUon r tofts for vftrat rnadrirue'

f firUrlvamomaU
wt * rac*,es nd be anbmatic*y daed snb 'hosb at power sr ard vcenbr
unil slgge*tmigration retrmerdaEorE fs vfLd mad$rns.

a,rbnattlatydac# wrb hogb ufien poucrcd ur, and

udl be aubmrtkdly miryahd from mr ho$ b anotlnr to optrfuc resqrrce

tJsage.

frlilyatim tire*roH: Con*rvatjve A€grcssiue

li , l[i

Appty pritrity l,Frbflty a, prtority r.ffio*".
*nlilgg vrlg ady recornnrendatirra thatpron*se even a moderab inpovennnt
b the d.rsEr'e bad bCanor.
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3.
14 o ,, Y4-.

nilo nt : dr : oilt oWaltaY grlu
(u

Virbral Machine

3. 1 n r: rtr: oltrav fl n'ulorul il VMw ar e D ata R e c ov ery

Inouo'nnr:rrd.rosrflunr:uiunr:ldrruludnsilvuur Disk-To-Disk d.rnr:ld'rruo3'r'frrfJu

fi t vdo.rrstS sudu fi dru Yl nr: Backup l{rir u

lnufii6nr:dr:o.rdoqari':sio1ilii y

I ) sr^ Er srs.r VMwa r e D ataRecovery l#G u u 3o ust r l { fi o n r : n^ ol st-l VMware Data

Recovery

Login Inutd vSphere Client Connect l:Jf'r vCenter Server

r'ilriin#r Home ) Solution and Application ) VMware Data Recovery

i't. ffi ffit 
!:' if:r'r:';'ri'ir"'-"r:::::rr:r'::::r:::r:::i:::::::l

ffi
V,Mware'Sata

Recoverlr

2)

3)

Euided
Csnselidation

4) Connect t{r VMware Data Recovery

E w E ;]:e,a:::ffi:-----_ -:: -:-:-----'lffi*liien:-----:-l-ql
N- i$" d$ R*tote l$) Restcrc Rchcarsal

Wtut ir VMwerr Ortr R.covcry?

Vifuiar,e Data Recolery baclts up virtual machines'

collecting their information in restore points' lf data loss or

corru$ionoccurs.theprevi.ousstateofindividua|virtua|
rnacnine lltes. or enlire virtuat machines can be restored'

Users determine when vMware Data Recovery taslG ar€

iun ano horrv lonE restore points are saved' For example"

users might scncdute bacltups for earty rnorning hours

and the iesuning restore points might be ltept for weeks'

months. or Year3,

Betlc Terltr

[$f creete r brchuPlob

S nostorc I virtu.l mechine

ffi Stc rn ovclvicw of th: currfnt brcltup rtrtui
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5) hltir.r#r Configuration luriruto.: Destinations l#ndnrfion Add Network

Share

Refresh Add Net'*ork Share. , . Format' . . I'4cLnt

,,ii, l.;,r;,r;r;r'irtlririly i:11;':1i;,r'li;l:<i1,;,1,.1i:r,Effi:':;,t,,r,t'r,,i:i::l;i;,,r, 
..rlr.lirt,1

Unmount Exbnd Inbsrlty Check..'

'ii"ii''ca itf i '" Fr*'

Rdresh

6) tci{orynro.:rn?or Computer frt:rvirnt: Share Folder totl{

ffil

7) n:?odou IP, Folder :'1il#u pirk Space finrfrooqi

Refresh Add t',let','$ork $16re,.. Format.,. Mourt lJrrnomt ExEnd InEgnity Check.,'

N€ft#ork Share Mqinted 931 GB 5il8 GB
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g) lilti Tab Getting Started rrdrrfron Create a backup job

Whet ig VMware Oata Recovery?

Vbllware Data Recovery backs up virtual machines,

co$ecting their intormation in restore points- lf dala loss or

corruption occuns, lhe previotls state of indiVidual vifiual

nracnlne fites" or entire vidual machines can be restored-

users detennine when vMware Data Recovery tasks are

runandhowlongrestorepotntsaresaved'Forexamp|e"
users nnight schedute baclcups for early nmrning hours

and the resutting restore points might be ltept for weetr,s.

rnonths, or Years.

ct:o.se tnh [F;l

Berlc Terltr

Wd;;il i'o'Crup iob

ffi nestore a vlrtuel mrchlne

ffi Src tn overvlew of thr currcnt brckup 3tetub

9) riruuorfioro{ Backup Job rr#'lafl Next



I
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I 0) rfronrnt o'rfi plo'r n'l:rit Backup trdrnpr Next

I 1 ) rfronrJaruvrr.rfisio.rnt:rfru Backup l{rr#rnn Next
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Start lprufi'fr'rnnrfrov Run Backup Job lsiov12) rfron't'rtnnrfrovl# Backup Job

& dr o.3 a e

llutuu Surrfu ornfufl et Next

t 3) rf,on Retention Policy Isrul#rirGrudu o,n#unn Next



t
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14) n:?0dounirfidrnr: Configure Backup Job lirr#rnpr Finish

15) gdcnuynr: Backup ldfi Tab Reports ri'rdo Running Tasks

Rcportr

i':':'''':ii:i:..i:''''''''::

;
j

.....,...,..,.......,.......,,,,.._,..,....i

.::.i.l,:li:l::,:::,.ll.l:i:iltl::.it:.:i;::,:.l:titlt:t:lt,:i,:ti,i':'11,,,,,t,r,,,,,:,1'i,,,

Scanftg DNS-{.bt
m



16) ilrn Backup fruuioulu

successfully

Tab Reports rt'lr7o Events

Page 123

ovuX utflu Task completed

Evenfs
FilEc Shw a[

Blfri 
:'O:i1'..:,r',',',',i''* t' 

-*t* *

8r16t2$10 2:57:40 PM m [$] t*cgfit],chcck: Task co{rddcd arccosdt-ily

8r15t?010 6:01:21 pi4 m ffi nx_Doc_S,ERVER {DOC-SERVER}: Task conplded nrccesdufrv

Btl$2gl6 3:35:18 PM m I$ grckup Job t fkaiuc{}1}: Task complacd arcccsdullv

8,1St2S102:57:33PM m l$ ttestyCheck: Taskcomdded $,ccedLilv

&14ie010 6:01:14 Plt m l]r$ BK-OOc-S:ERVER {Doc'sERvER}: Tt* conplcicd lljcccdulv

8t14,?010 3:il3:51 Ptrt m [$ Sactcrp Job t ffrdft€e01]: Tark compk*ed nrccecdully

8114,2010 2:57:38 PM m L$ tlt"gtlty Chc*: Task conde{ad ruccerrfuily

8t132010 6:01:12 PM m [$ aX-UOC-SERVER {DOC-SERUER}: Tack complded srccesdLdv

8f13P01S 3:il2:41 Ptli m L,ii gacktp Job I firalrce{ll): Tark cunplcted rucceduh

ffi3n010 2:57:37 PM n [$ trtacityChack: Tatkcorrdcrad rucccedr.tv :ll
tl

DaE: 8/tTAnlO 2:27:tL5 Pll
Bado.p Jobt Btclop Job I
So-rcs: DH${.bl
Destirations: /tZ-t6.t-lTllvn +l

ad tt4 ty
lfinngnuiloae,

Flc
''*iffiiir;;;,r.

bEw
offi

t:J

A & DNS'UPSUNTRY.vmdk

Stab.rs: T* cowlacd arccacCdll
Wamirgo: tl
Errors: O

Perfwmance 1..55 GBrHn

l) Login InuldvSphere Client Connect'lrJd'r vCenter Server

D fi-fiu#-rHome ) Solution and Application ) VMware Data Recovery

3) Connect trTr VMware Data Recovery

4) lilii Tab Getting Started udrrdon Create a Restore a virtgal machine

5) t6on File to.t rndo'rfir:rrfrnr: Backup linrnriuno Next

:;i:C,$*#Wrr!Vf r,0iiNr*il'18&

J1 72. 16. 1 . l,IlVrnrrdri

/172. 16. 1 . 1 Tlvntrt'drl

15.0 GB SCS (C:0)

R fl b s/17/2$10 2;27;05 PM 11ate$i
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6) rf;on Destination fiorritnt: Restore oln#unn Next



7) n:?odoun?tilqnd'o.r lqunt: Restore

nn Next rftoGrud'unt: Restore

8) rri"r:o0u Restore GuuYou lu Tap Reports ri'rdo

completed successfully

Page 125

dr   .. g,t A '-
ovtiju nt: Overwritten vtuto'ttgttl olnuu

Events ovrfiurfJu Task
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3.2 nr :iir :o suo; fl n'uloalf; vMware Consolidate Backup (vCB)

nr:rirnr:dr:oI{oryaIoul# VMwa.e Consolidate Backup tfuoufl,nltrirIrulua-nurus

ruul Disk-To-Disk-To-Tape filrlun?rrirdo.rfidufivf,nriorynriourirnr: Backup al Tape 6.r

nr:rixruro.r VCB riu Disk fildoyldrioun'ir VMware Data Recov"ry dllnonr:rir.rruvirl

hJrrdrrinosldd'1ru ri'u Software Backup 6u1

i6 nr: Backup Inol# vtvtware Consolidate Backup fi d'.rsi o lil ii

l) Download VMware VCB otn

httn ://dovmloads.rrmware. com/d/details/vcb t suzlZHcqYmOqd: BiZHRAOA::

ud'tO'not,rn.rIurn*oIfido-rnr:tvri'nr?oryariouaI Tape dlotoovtflu vCenter Server

rio Backup Server fi'kl

z) i6nr:o'otfo vCg firi'.rsiolilii

2.1 ufltoo Welcome tfrofl Next

ffi
W, **oin" co,*i*i*ed*:#i 

,F,,,Fii
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Z.Z vrrlroo License Agreement rfron "I accept the terms in the license

agreement" rrdrflo Next

W

2.3 rfron Destination Folder tr#rnq Next

ffi' v'uil* C ilrwi[.ia'cffi*i* *
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2.5 u,ndurfiurri'u Security t#rf;on Enable thrust software from VMware

rrdrnn Install



Fase i129

2 .6: o 0 u fr e' ei..r ra3 o r rdr rf; o n F inish rij u d'u 6 pr ozu vcB fi uu #o u

# Vt*txrarE Co*'lso,lidated Eaclrup Frnnrework

tiln Command line duul

yt erdouldrird.r vcumounter ln ufi Syntax

vcbMounter.exe

Wffi

3)

4)
,tq) | l4 ld

9(19t0 tLJu

-h <fiornto.rn3o IP Address uoq VC/ESX >

-n <lci Username llo{rn3o.r VC/ESX rfJu Administrator/root>

-p .lci Password>

-a rpaddr:<lcifio uto IP Address 1lo{l VM fiti'uonl: Backup>

-r <Drive rJotuyltl r't'u V:/BackupA/M-Name-Full>

-t <Type uo{nr: Backup fi'lt& Z odr.rfro fullvm tta& File>
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rdorirnr: Backup ra3nud'l File ovtrJoqjfi folder ilarumr{ urnoYolnr: Restore lrflld

VMware vCenter Converter orrru{fionr:Ioutirurn*0.:tJrtl-lrn*o'rtrrjrirutasou riluryov'ldrrri

import trlrrur


